
Please wait... 
  
If this message is not eventually replaced by the proper contents of the document, your PDF 
viewer may not be able to display this type of document. 
  
You can upgrade to the latest version of Adobe Reader for Windows®, Mac, or Linux® by 
visiting  http://www.adobe.com/products/acrobat/readstep2.html. 
  
For more assistance with Adobe Reader visit  http://www.adobe.com/support/products/
acrreader.html. 
  
Windows is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or other countries. Mac is a trademark 
of Apple Inc., registered in the United States and other countries. Linux is the registered trademark of Linus Torvalds in the U.S. and other 
countries.


FRCSEINST 7510.1
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FRCSE 3058/1 (Rev. 1-14)
RISK ASSESSMENT
Adobe LiveCycle Designer (electronic)
Adobe LiveCycle Designer (printed)
INSTRUCTIONS FOR RISK ASSESSMENT
INSTRUCTIONS FOR RISK ASSESSMENT, FRCSE 3058/1
SECTION I - AREA OF ASSESSMENT
SECTION II - ASSESSMENT QUESTIONS
1.  EMPHASIS ON INTERNAL CONTROLS
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2.  COVERAGE BY WRITTEN PROCEDURES
3.  GOALS AND ACCOMPLISHMENTS
4.  ADEQUACY OF CHECKS AND BALANCES
5.  IT USED FOR REPORTING DATA
6.  PERSONNEL RESOURCES
7.  PROGRAM ADMINISTRATION
8.  WRITTEN AUTHORITY
9.  AGE/STATUS OF PROGRAM
10.  EXTERNAL IMPACT OR SENSITIVITY
11.  INTERACTION ACROSS ORGANIZATIONS
12.  TYPE OF TRANSACTION DOCUMENT
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13.  MOST RECENT EVALUATION/AUDIT
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14.  FINDINGS AND IRREGULARITIES
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17.  ASSUMED EFFECTIVENESS OF CONTROLS
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22.  APPROVED BY
22.  CONDUCTED BY
19.  OVERALL RISK ASSESSMENT
GUIDELINES FOR CONDUCTING A RISK ASSESSMENT
Activity:  Example  - Fleet Readiness Center Southeast (FRCSE)
Competency Name/Code:  Example  - FRCSE 7.0, Corporate Operations
Major Program:  One of the 16 Internal Control (IC) Functional Reporting Categories (examples  - Research, Development, Test, and Evaluation (RDT&E), Procurement, Contract Administration, Manufacturing, Maintenance, and Repair, Information Technology (IT))
Assessable Unit:  An Assessable Unit (AU) that you have identified in your MIC Plan (or Inventory of AU) (examples  - Engineering Support Services, Drawing Management, Government Purchase Card, Aircraft Safety System Program, Calibration & Metrology, Tool Control Program, ADP Documentation)
Blocks 1  - 17:  To determine point values for each vulnerability category, read the vulnerability category definition and choose a, b, c or d point value as it relates to the assessable unit.
Block 18:  Add up all of the point values for blocks 1 through 17, thus determining the overall vulnerability assessment of low, medium, or high.
Conducted/Approved By:  Please ensure that a higher level of management than the individual who conducted the Risk Assessment reviews and approves the Risk Assessment.
Comments:  Block to be utilized by the functional manager to document setting priorities for conducting the IC Review.
Blocks 1  - 18 Definitions:  Listed below
1.  Emphasis on Internal Controls.  Emphasis is deemed to be major when IC is considered in the planning and operations of functions and programs at each level within the organization.  Managers at the operating level, who are aware of the potential risks and know what they want to happen and what they want to avoid will be able to implement appropriate controls.  Major emphasis additionally exists when both managers and employees demonstrate and maintain a positive and supportive attitude toward internal controls at all times.
2.  Coverage by Written Procedures.  Are there written procedures to follow within the general rules and is there a degree of discretion permitted in performing assigned responsibilities?  The more discretion allowed, the greater the potential for abuse and lack of overall IC exists.
3.  Goals and Accomplishments.  Establishing program goals provides an organization with benchmarks for measuring accomplishments.  These goals create the framework that allows an organization to accomplish its work and will address such factors as milestones, quality of outputs, resources and infrastructure considerations.  It is essential for methods to be in place to track and measure the accomplishment of specified goals.
4.  Adequacy of Checks and Balances.  Checks and balances are the methods used to protect resources and minimize the potential for the mismanagement of resources.  The checks and balances in place in an organization should be adequate to protect assets while assuring the effective performance of functional responsibilities.
5.  IT Used for Reporting Data.  Many activities are vulnerable due to dependence on IT for daily operational use and for data on which management decisions are made.  Issues of data reliability and security should be addressed in the response to this question.
6.  Personnel Resources.  Are there sufficient numbers of competent and qualified personnel to accomplish the mission of the organization?  This element of the risk assessment involves determining whether an organization is under or over staffed, skills mix is appropriate, training needs have been identified and are being met, cross-training is being provided where indicated, current performance plans are in place, the personnel system is effective and supervisory oversight is qualified.
7.  Program Administration.  The vulnerability of a functional area is dependent on the extent to which IC mechanisms can effectively monitor and influence operations.  The risk is inherently greater when another service or a contractor has significant responsibility for program administration.
8.  Written Authority.  In some functional areas, written authority from a regulatory or legislative source may clearly establish the amount of authority and discretion vested in program officials.  The scope and limitations of authority may be less clear or even unseated in other situations, which increases the potential for abuse of authority and mismanagement of resources.  While written authority may not always be necessary, it is essential for personnel within an organization to be aware of, understand and adhere to the scope and limitations of authority associated with their individual positions.
9.  Age/Status of Program.  Major new responsibilities, legislative changes and situations involving phase-out of programs or new programs can create vulnerability and increase the potential for loss or mismanagement of assets.
10.  External Impact or Sensitivity.  This topic refers to the sensitivity of your organization's functional responsibilities and/or the degree of impact exerted on individuals or activities external to your organization.  Vulnerability is greater in situations where outputs are sensitive, the number of affected party's increases or impacts extend beyond a single office.
11.  Interaction Across Organizations.  The risk of error is compounded with increases in the number of activity offices or outside organizations involved in carrying out the processes of a program.
12.  Type of Transaction Document.  The operation of some functional areas may require specific transaction documents.  These instruments are utilized in the approval/disapproval and executive phases of a process.  Organizational vulnerability exists in situations where these instruments are convertible to cash or are otherwise suitable for personal benefit.  Control standards include recording transactions promptly, classifying them properly, and assuring that transactions are authorized and executed only by persons acting within the scope of their authority.
13.  Most Recent Evaluation/Audit.  It is assumed that the longer the interval between systematic operational reviews, the greater the potential for system or operational errors to go undetected.  It is important for all control systems to undergo periodic audits/reviews/evaluations to detect errors and initiate improvements.  In addition to the length of time since the last review, the auditing source and date should be noted on this form.
14.  Findings/Irregularities.  Recent findings or irregularities can indicate the absence of controls or ineffectiveness of the controls that are in place.
15.  Adequacy of Reports.  Adequacy and timeliness of reports may be good indicators of a well-run operation.  Address the adequacy of reports that are produced internally or that are received and impact internal operations.
16.  Time Constraints.  In situations where an organization must operate under severe time constraints, the ability to produce work of consistent quality is impaired.  Indicate whether such incidences are occasional or frequent.
17.  Assumed Effectiveness of Controls.  Is there an overall assessment as to whether there is reasonable assurance that internal controls exist and are sufficient to protect government resources and facilitate effective and efficient operations within the organization?
18.  Overall Risk Assessment.  Low risk equals 0 to 34 points, medium/moderate risk equals 35 to 42 points, and high risk equals 43 points and above.  Overall high risk indicates that prompt action should be taken.
If control risk is determined to be high, there is no need to test the control.  The reason for not testing the controls labeled “high” is that those controls have not been implemented or are not effective in either their design or operation, and therefore must be improved.  Develop action plans for all controls that are rated as having high control risk.
Controls with low or moderate control risk should be tested to see if the controls are effective.  If the control is assessed to be ineffective, the control should be reclassified as having high control risk.  Develop corrective action plans for those controls that are reclassified as having a high control risk.
Source:  NAVAIR (AIR-00G) MICP Handbook of February 2012 and SECNAV Manual M-5200.35 of June 2008.
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